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Delay in Construction of Border Roads
Ministry of Home Affairs

Delay in Construction of Border Roads

Posted On: 31 JUL 2018 4:26PM by PIB Delhi

The Government has undertaken construction of 73 roads of operational significance along Indo-
China border. Out of 73 roads, 48 roads are being constructed by Ministry of Defence (MoD) and
25 roads by Ministry of Home Affairs (MHA). Out of 73 roads, 34 roads have been completed.  The
construction of roads is a dynamic process which takes into account various challenges faced by
executing agencies like tough working condition, inhospitable terrain, non-availability of
construction material, mobilization of goods and logistic and vulnerability of the area to natural
calamity, earthquake, landslide etc.

            The progress of roads being constructed by MHA are reviewed and monitored from time to
time. The Committee constituted under the Chairmanship of Special Secretary (Border
Management), MHA meets periodically to sort out various bottlenecks in the implementation of the
project with all agencies concerned including State Governments.

Empowered Committee has also been constituted by the States of Sikkim, Arunachal Pradesh,
Jammu & Kashmir, Himachal Pradesh and Tripura to resolve issues related to land acquisition,
forest/wild clearance, allotment of quarries etc.

            Ministry of Environment, Forest & Climate Change has accorded general approval under
Section (2) of the Forest (Conservation) Act 1980 for diversion of forest land for construction and
widening of border roads in the areas falling within 100 Kms aerial distance from the Line of Actual
Control (LAC).           

            MoD has given enhanced financial and administrative powers to executives of BRO and
also allowed outsourcing to augment the capacity of BRO.

This was stated by the Minister of State for Home Affairs, Shri Kiren Rijiju in a written reply to
question in the Lok Sabha today.
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Cyber Security
Ministry of Home Affairs

Cyber Security

Posted On: 31 JUL 2018 4:25PM by PIB Delhi

At present there is neither a Joint Working Group on Cyber Security nor is the Government
considering any proposal regarding setting up of an autonomous body on cyber security.

Steps taken by the Government to check hacking and cyber crimes are as follows:

Section 43, 43A, 66, 66B, 66C, 66D, 66E, 66F, 67, 67A, 67B, 70, 72, 72A and 74 of the
Information Technology Act, 2000 deal with hacking and cyber crimes.

i.

Government approved a ‘Framework for enhancing security in cyberspace’ for cyber security
in the Indian cyberspace, with the National Security Council Secretariat as nodal agency.

ii.

National Technical Research Organisation has been designated as the nodal agency for
taking all measures for protection of national critical infrastructure and to handle cyber
security incidents in critical sectors. 

iii.

Further, Indian Computer Emergency Response Team (CERT-In) is designated as the
national agency for incident response including analysis, forecast and alerts on cyber
security breaches.

iv.

Advisories have been issued by Ministry of Home Affairs (MHA) to States/UTs for taking
steps for prevention of cybercrime, which are available on the website of MHA
(www.mha.gov.in).

v.

Ministry of Home Affairs is implementing the ‘Cyber Crime Prevention against Women &
Children’ Scheme with the objective of handling issues of cyber crime against women and
children.

vi.

Ministry of Home Affairs has constituted an Inter-Ministerial Committee on Phone Fraud and
has issued advisories dated 13.01.2018 & 12.02.2018 to States/UTs for taking steps to
check phone frauds.

vii.

 

This was stated by the Minister of State for Home Affairs, Shri Hansraj Gangaram Ahir in a written
reply to question in the Lok Sabha today.
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Centre warns against data abuse

The Centre informed the Lok Sabha on Wednesday that it was up to social media platforms to
weed out fake news, and it would come down heavily on companies found abusing data to
influence elections.

Answering a question, Union Minister for Law and Information Technology Ravi Shankar Prasad
said the Centre would seek the States’ response to a proposed data protection law, and it desired
an “elaborate discussion” before formulating such a law.

He said the government ordered a CBI probe into the alleged misuse of the data of Indian
Facebook users by Cambridge Analytica, a British political consultancy firm. “Any foreign entity,
Facebook or Cambridge Analytica, cannot abuse the data of Indians to influence elections in India.
Indian elections are very transparent, sanctified.”

The government told the social media platforms that fake news or abusive news could not be
circulated and re-circulated to “create crimes”, Mr. Prasad said. “Therefore, the origin of those
news should also be technologically answered. I have made it clear to them that it does not need
rocket science to identify lakhs of messages being circulated on a particular day, in a particular
area of a particular State. You must have technological solutions.”

His comments come within days of rumours on WhatsApp having triggered incidents of lynching.

Mr. Prasad said that while Facebook apologised to the government and said data was pilfered by
other agencies, Cambridge Analytica gave just one reply.

Facebook had disclosed that the data of around 5.62 lakh Indians might have been potentially
affected in the Cambridge Analytica case. “However, Cambridge Analytica responded that it does
not have any Facebook data on Indian citizens. To a second notice, Facebook informed that
Cambridge Analytica had violated Facebook’s policy. Cambridge Analytica has not responded to
the second notice.”

He said the government asked the social media platforms to appoint a grievance redress officer in
India before whom complaints could be made. “We respect privacy. But privacy cannot be used to
shield terrorists and the corrupt,” he added.
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Maoist and Naxal activities in the country
Ministry of Home Affairs

Maoist and Naxal activities in the country

Posted On: 01 AUG 2018 5:19PM by PIB Delhi

The Left Wing Extremism (LWE) situation in the country has been improving consistently and is
now well under control.  Currently 30 districts in 07 States are most affected by LWE violence.
These 30 districts contributed 88% of violent incidents and 94% of deaths in 2017. Details of the
30 most affected districts are as under:-

Sl.
No

State
Most Affected LWE Districts
(30)

1.
Andhra Pradesh
(01)

Vishakhapatnam.

2. Bihar (04) Aurangabad, Gaya, Jamui, Lakhisarai.
3.
 

Chhattisgarh (08)
Bastar, Bijapur, Dantewada, Kanker, Kondagaon,
Narayanpur, Rajnandgaon, Sukma.

4.
 

Jharkhand (13)
Bokaro, Chatra, Garhwa, Giridih, Gumla,
Hazaribagh, Khunti, Latehar, Lohardaga, Palamu,
Ranchi, Simdega, West Singhbhum.

5. Maharashtra (01) Gadchiroli.
6. Odisha (02) Koraput, Malkangiri.
7. Telangana (01) Bhadradri-Kothagudem.
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The Government has a holistic approach towards combating LWE wherein it supplements the
efforts of the State Governments over a wide range of measures. A National Policy and Action
Plan has been put in place that envisages a multi-pronged strategy involving security related
measures, developmental interventions and ensuring rights & entitlements of local communities
etc. Security related measures include assistance to LWE affected States by providing CAPF Bns,
helicopters, UAVs, construction of fortified police stations,  funds for modernization of State Police
forces, arms and equipment, training  assistance, sharing of intelligence etc. On development
side, apart from flagship schemes of the Central Government in infrastructure, education, health,
skill development, agriculture etc, several initiatives have been taken specifically for development
of LWE affected areas. These include focused schemes for development of roads, installation of
mobile towers, skill development, improving network of banks and post offices, health and
education facilities, particularly in the most affected districts.

 

Resolute implementation of the National Policy and Action Plan by the Central and State
Governments has resulted in considerable improvement of the situation both in term of reduction
of violence and the geographical spread. The number of violent incidents has come down to 908 in
2017 from a high of 2258 in 2009. The geographical spread of violence has also shrunk
considerably.

 

This was stated by the Minister of State for Home Affairs, Shri Hansraj Gangaram Ahir in a written
reply to a question in the Rajya Sabha today.
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Social media hub plan dropped

A proposal to have hubs to monitor social media traffic and trends has been withdrawn, the Union
government informed the Supreme Court on Friday.

The decision comes after the court had questioned the proposal in a hearing on July 13, saying
this may transform the country into a surveillance state.

The hearing was based on a petition filed by Trinamool Congress MLA Mohua Moitra, who had
alleged that the government’s proposal for a “social media communication hub” was a “brazen
attempt at mass surveillance”. Ms. Moitra said popular social media sites such as Twitter,
Facebook and Instagram would be tracked to identify the “buzz creators” and social media
influencers.

Justice D.Y. Chandrachud, who is a member of the Bench led by Chief Justice Dipak Misra, had
voiced the court’s apprehensions about the government’s plan, saying that this would pose a
danger in a country where privacy was a fundamental right.

Disinformation trend

“The proposed social media communication hub seeks to create a technology architecture that
merges mass surveillance with a capacity for disinformation,” Ms. Moitra, represented by senior
advocate A.M. Singhvi and advocate Mohammad Nizam Pasha, had argued.

The petition had said the aim of the hub was to “create a technology platform “to collect digital
media chatter from all core social media platforms as well as digital platforms”.

With the government having withdrawn its plan for the hubs, the court said the petition was
infructuous and disposed it of.
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NAXAL ACTIVITIES
Relevant for: Security Related Issues | Topic: Linkages between development and spread of extremism incl.
Naxalism

Ministry of Home Affairs

Naxal Activities

Posted On: 07 AUG 2018 3:14PM by PIB Delhi

The security forces have achieved considerable success in operations against Left Wing
Extremists which is reflected in a significant improvement in the situation both in terms of
reduction of violence and its geographical spread. The number of violent incidents has come
down to 908 in 2017 from a high of 2258 in 2009. The geographical spread of violence has also
shrunk considerably.

 

90 districts in 11 States are currently covered by the Security Related Expenditure Scheme.
Changes in areas of operation are resorted to from time to time by the Left Wing Extremists as
part of their tactics. These are mostly undertaken to deflect pressure on armed cadres in their
core areas. Over the past few years, there have been some effort by the CPI(Maoist) to expand
their activities to the Kerala-Karnataka-Tamil Nadu tri-junction and Madhya Pradesh-
Maharashtra-Chhattisgarh tri-junction with limited success. Districts which have been particularly
affected are Wayanad, Palakkad and Malappuram, all in Kerala on the Kerala-Karnataka-Tamil
Nadu tri-junction and Balaghat, Mandala in Madhya Pradesh, Gondia in Maharashtra and
Rajnandgaon in Chhattisgarh on the Madhya Pradesh-Maharashtra-Chhattisgarh tri-junction.

 

The Government has a holistic approach towards combating LWE wherein it supplements the
efforts of the State Governments over a wide range of measures. A National Policy and Action
Plan has been put in place that envisages a multi-pronged strategy involving security related
measures, developmental interventions and ensuring rights & entitlements of local communities
etc. Development initiatives include focused schemes for development of roads, installation of
mobile towers, skill development, improving network of banks and post offices, health and
education facilities, particularly in the most affected districts. These measures have contributed
towards weaning away the people from Maoist influence and increased support for the
Government.

 

This was stated by the Minister of State for Home Affairs, Shri Hansraj Gangaram Ahir in a
written reply to question in the Lok Sabha today.

 

****  
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Source : www.hindustantimes.com Date : 2018-08-20

ON DATA LOCALISATION, GOVERNMENT MUST
CREATE A BALANCE BETWEEN PRIVACY AND
COMMERCE
Relevant for: Security Related Issues | Topic: Basics of Cyber Security and related matters

The government has asked American e-commerce major, Amazon, to set up a server in India in
an attempt to prevent the unchecked migration of personal customer data. The last few months
have seen an increase in demands for data localisation, with even the Reserve Bank of India
calling for local storage of financial data. Although there is no law in India regarding data safety
at present, the government is working on evolving a data protection framework. On July 27, after
year-long public consultations, a committee of experts headed by former Supreme Court judge,
BN Srikrishna, submitted its report on the principles that will guide the framing of India’s data
protection statute. The draft bill has been put up for public consultation till September 5, after
which it is likely to be sent for parliamentary approval.

According to the recommendations of the Srikrishna report, all personal data of Indian citizens
must have at least one copy saved in India. Eight of the 10 most accessed websites in India are
owned by US entities, says the report. To begin with, foreign e-commerce companies will be
asked to set up servers in India, so that the personal data of customers, generated through e-
commerce operations, stays within the country. The votaries of data localisation say it will
facilitate easier access for law enforcement agencies for the purposes of investigation and
prosecution. Those who criticise data localisation argue that it can hurt the economy and may
create a fragmented Internet that goes against the intrinsic character of the Web as a borderless
medium.

There have been concerns that the personal data that stays in servers within the country can be
misused by the state. But one of the key features of the draft bill is the creation of a regulatory
data protection authority that will address user concerns, including privacy and data protection.
Also, in line with European Union’s General Data Protection Regulation, India’s draft data
protection bill places user consent and specificity of purpose paramount for accessing such
data. Even as the government appears to have made up its mind to go ahead with stronger data
localisation norms, experts say a majority of Indian businesses might not have the technical
wherewithal and resources to set up local clouds. Any final stand on stringent data localisation
norms may ultimately have to take the middle path and balance the interests of the State, the
people and businesses.

First Published: Aug 20, 2018 09:31 IST
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Source : www.thehindu.com Date : 2018-08-23

WHATSAPP REJECTS INDIA’S DEMAND TO TRACK
ORIGIN OF MESSAGE
Relevant for: Security Related Issues | Topic: Basics of Cyber Security and related matters

WhatsApp CEO Chris Daniels meets Electronics & Information Technology Minister Ravi
Shankar Prasad in New Delhi on Tuesday.   | Photo Credit: Special Arrangement

WhatsApp has rejected India’s demand for a solution to track the origin of messages on its
platform, saying building traceability would undermine end-to-end encryption and affect privacy
protection for users.

Emphasising that people use its platform for all kinds of “sensitive conversations”, the Facebook-
owned company said the focus is on educating people about misinformation.

The government has been pushing WhatsApp to find a technology solution to trace the origin of
messages, a move it believes can help curb horrific crimes like mob-lynching emanating from
fake news.

“Building traceability would undermine end-to-end encryption and the private nature of
WhatsApp, creating the potential for serious misuse. WhatsApp will not weaken the privacy
protections we provide”, a WhatsApp spokesperson told PTI.

Over the past few months, WhatsApp has drawn flak over its use in spreading fake news
through its platform that have even incited incidents of mob-lynching in various parts of the
country.

WhatsApp Head Chris Daniels had met IT Minister Ravi Shankar Prasad earlier this week. After
the meeting, Prasad told reporters that the government has asked WhatsApp to set up a local
corporate entity and find a technology solution to trace the origin of fake messages circulated
through its platform as well as appoint a grievance officer.

He acknowledged the role played by the Facebook-owned company in India’s digital story, but
was stern that WhatsApp could face abetment charges if it did not take action to tackle the issue
of fake news being circulated on its platform.

Daniels had declined to comment on the proceedings after the meeting.

With general elections slated to be held next year in India, the government is taking a stern view
of use of social media platforms like Facebook, Twitter and WhatsApp for spread of
misinformation.

India is the largest market for WhatsApp with a base of over 200 million users of the over 1.5
billion global user base.

The Indian government has served two notices to WhatsApp seeking details of actions it has
taken to curb the menace. In its response, WhatsApp had informed that it is building a local
team, including having an India head, and has introduced new features to let its users identify
forwarded messages.
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WhatsApp has also restricted the number of forwards that can be done at a time.

Besides, the company is also running advocacy and education programme to help people spot
fake news.

Last month, WhatsApp top executives, including COO Matthew Idema, met IT Secretary and
other Indian government officials to outline various steps being taken by the company on the
issue.
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Source : www.thehindu.com Date : 2018-08-24

GET TOUGH WITH FB, YOUTUBE: CENTRE TO SC
Relevant for: Security Related Issues | Topic: Role of Media and Social Networking Sites in internal security
challenges

“Intermediaries should be asked to keep a complete trail of forwarding of unlawful content…and
verify and maintain identifiers of the users that can help attribute information to the users,” the
source added.

On the issue of assistance to law enforcement agencies on identification of offender, the
response is now “often delayed and meta data of end-to-end communication is not
provided…They need to ensure 100% compliance as far as requests from law enforcement
agencies are concerned.”

In October last year, the Supreme Court gave several directions for removal of sexually violent
content from the Internet.

The Ministry of Home Affairs was later tasked with monitoring compliance on some agreed
action points by both the government and the service providers. The ongoing proceedings in the
matter started after the Supreme Court took suo motu note of a letter by an NGO on rampant
circulation of sexual abuse videos.

Keyword repository

The source said the government has compiled a keyword repository of over 500 English and
Hindi words.

“These have been shared with the intermediaries so that they can issue warning message for
searching about child pornography or rape and gang rape videos. We have seen only partial
compliance by the Internet giants.” Likewise, to an earlier instruction to set up an easy reporting
mechanism for the public on their platform, “Facebook has complied partially, while WhatsApp
and Twitter are yet to comply.”
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Source : www.pib.nic.in Date : 2018-08-28

BE AWARE OF CYBER WARFARE, EQUIP POLICE TO
COMBAT THREATS: VICE PRESIDENT
Relevant for: Security Related Issues | Topic: Basics of Cyber Security and related matters

Ministry of Home Affairs

Be aware of cyber warfare, equip police to combat threats:
Vice President

Shri M Venkaiah Naidu addresses 48th Foundation Day of
BPR&D

MoS (Home) Shri Kiren Rijiju urges States to give priority to
Modernization programme of State Police Forces

Posted On: 27 AUG 2018 4:40PM by PIB Delhi

The Vice President of India, Shri M. Venkaiah Naidu has said that the era of New Age
cyber warfare, and the new enemy can be combated only through the power of
knowledge. He was addressing the gathering on the occasion of 48th Foundation Day
of Bureau of Police Research and Development (BPR&D), here today. The Minister
of State for Home Affairs, Shri Kiren Rijiju and other dignitaries were present on the
occasion.

 

The Vice President cautioned against the cyber attacks by hackers working over the
Internet thousands of miles away and asked police to be equipped to handle attacks
that jeopardize national security. He further asked the BPR&D to evolve best
practices, policies and procedures in policing to combat emerging new age National
Security threats.

 

The Vice President said that Indian Government has taken various measures to
prevent cyber attacks and stressed on the need to augment police response
capacities. He further said that the set up for combating the new enemy in Cyber
Space can no longer be housed within the walls of a seemingly secure single
government agency.

 

The Vice President said that the Government & private sector must establish joint



cr
ac

kIA
S.co

m

cr
ac

kIA
S.co

m

mechanisms to protect the police against the future challenges, including, the threats
of modern warfare. All police forces of the country have to equip themselves with the
cyber forensic techniques and knowledge to counter a cyber-attack or investigate a
cyber-crime, he added.

In his address, Shri Kiren Rijiju stressed upon the Modernization of Police Forces
programme. He recalled that the Prime Minister Shri Narendra Modi, in his first
address to the All India Conference of Director Generals/Inspector Generals of Police
on November 30, 2014 in Guwahati, had rolled out the five point concept of SMART
policing (Strict but also Sensitive, Modern and Mobility, Alert and Accountable,
Reliable and Responsive, Techno savvy and Trained). Shri Rijiju said in order to have
a complete SMART Policing system, the Police Organizations will have to play an
important role.

Pointing out that in line with recommendations made by the 14th Finance
Commission, the Modernization of Police Forces (MPF) programme stood transferred
to the States, Shri Rijiju urged the States to give priority to the MPF scheme. He
lamented the MPF programme suffered since not much attention is being paid by
many States to the modernization of the State Police Forces and conditions needed
improvement in certain States.

Stating that policing has to be effective and being closest to the people at large, Shri
Rijiju said no matter how much you contribute, people will expect more.

Addressing the gathering, Director General, BPR&D, Dr. AP Maheshwari said that
the BPR&D is working on framing Standard Operating Procedures (SOPs) for drones
(UAVs) and setting a benchmark and determining Policing Standards in the country.
He said the first National Conference of Station House Officers (SHOs) of all Police
Stations in the country will be held soon.

On the occasion, the Vice President released a Coffee Table Book and Video CD on
the BPR&D. Senior Officers of MHA, BPR&D, Police Forces and CPOs were present
during the function.
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Source : www.thehindu.com Date : 2018-08-30

LYNCHING: SOCIAL MEDIA SITES TO BE HELD
RESPONSIBLE
Relevant for: Security Related Issues | Topic: Role of Media and Social Networking Sites in internal security
challenges

A panel headed by Union Home Secretary Rajiv Gauba, which deliberated on measures to
check incidents of lynching, submitted its report to a Group of Ministers headed by Home
Minister Rajnath Singh.

In May and June, more than 20 people were lynched based on fake posts or rumours floating on
various social media platforms.

The panel discussed such incidents and is learnt to have come to the conclusion that social
media platforms needed to act in a “time-bound” manner.

FIR against officials

A senior government official said social media platforms — Facebook, WhatsApp, YouTube and
Twitter — would be made accountable for not blocking malicious posts and videos when brought
to their notice and an “FIR could be lodged against their country heads” for not complying with
government orders and they could be prosecuted under law.

The committee of secretaries held consultations with a cross-section of society and other
stakeholders before submitting its report to the Group of Ministers. The GoM will now submit its
recommendations to Prime Minister Narendra Modi for a final decision, a Home Ministry official
said.

The panel report will first be discussed by the GoM, whose members are External Affairs
Minister Sushma Swaraj, Transport Minister Nitin Gadkari, Law Minister Ravi Shankar Prasad
and Social Justice and Empowerment Minister Thawar Chand Gehlot.

Objectionable content

“We have stepped up engagement with social media platforms. There is a provision in law which
enables the government to issue orders to remove objectionable content, block websites, etc.
Law enforcement agencies should be able to step up the act and monitor more proactively,” the
official added.

He said social media platforms were given a report showing their compliance with the various
government orders.

“Compliance should be timely, they have agreed to better it. Some countries employ non-
governmental organisations and volunteers who proactively surf the Internet. We have created a
portal where people can report such videos and content and that can be forwarded by the
National Crime Records Bureau [the nodal body] to the States concerned for appropriate action,”
the official said. Last month, the Home Ministry issued advisories to the State governments and
authorities of the Union Territories after the Supreme Court issued directives to check incidents
of lynching in the country.
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Special task force

The Centre asked them to appoint an officer in each district at the level of Superintendent of
Police, set up a special task force to gather intelligence, and closely monitor social media
contents to prevent mob attacks on people on the suspicion of being child-lifters or cattle
smugglers.
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